VOTACION ELECTRONICA

@ ‘ NeoVoting

Seguridad Encriptada Plataforma de Votacion electrénica Neovoting.

1. Seguridad de la capa de transporte con protocolos criptograficos asimétricos que
proporcionan comunicaciones seguras en internet. (TLS 1.2)

2. DataCenters de Neovoting esta certificado en el estandar internacional ISO / IEC
27001: 2013. Al lograr el cumplimiento de este marco de control de seguridad de la
informacién reconocido a nivel mundial, auditado por un tercero, Neovoting Chile
ha demostrado un compromiso para proteger la informacion confidencial de clientes
y empresas. Ese compromiso no termina con un marco de cumplimiento, sino que es
una linea de base necesaria para la seguridad. ISO/IEC 27001:2013 Issue date of
certificate: April 18,2018 Expiration date of certificate: April 18,2021 (link
certificado: https://prismic-io.s3.amazonaws.com/digitalocean%2Fd4b61fcf-ff39-
4ebc-b86f-e17580ad31f7 digitaloceaneycp certificate final.pdf).

Los detalles de encriptacién de la capa de transporte se pueden revisar directamente en
el siguiente link: https://www.ssllabs.com/ssltest/analyze.html?d=eleccionesevopoli2020.cl
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Visit our documentation page for more information, configuration guides, and books. Known Issues are documented here.



Certificate #1: RSA 2048 bits (SHA256withRSA)

EQJ Server Key and Certificate #1

°l
0

BlCCoNasevopol2020 o
Subject Froy SHAZH efetx ol ScSLR00S ) 1o
Pin SHA256 " ABOUS0ZVE 1 QCOwWimkyrPalild
Common names elecoonesevopol2020.d
Alternative names eleccionesevopol2020.c www.sleccionesevopoll 2020 o
Serial Number 0330e 11315208060 8S84DedSach 8 atDcAd
Valid from Sun, 02 Aug 2020 1844.08 UTC
Valid until Sat, 31 Oct 2020 18:44:08 UTC (expires in 2 months and 27 days)
Key RSA 2048 bits (e 65537)
Weak key (Deblan) No
aon e
Signature algorithm SHAZ56WINRSA
Extended Validation No
Certificate Transparency Yeos (certificate)
OCSP Must Staple No
Revocation information Ll _
OCSP. Mg Vocap inhad tsencryst o
Revocation status Good (not revoked)
DNS CAA No (mere Info)
B :.—.mbwmm
Additional Certificates (i supplied)
Certificates provided 2 (2552 bytes)
Chain Issues None
0”2
Lat's Encrypt Authority X3
Subject Firgeepent SHAZGS. 256470668 410b0e218d
Pin SHA256 YUM GURSYGGAIORIANT MrSOOAEIMBYFF2F g
Valid until Wed, 17 Mar 2021 16:40:46 UTC (expires in 7 months and 12 days)
Key RSA 2048 bits (e 65537)
Issuer DST Root CA X3
Signature algorithm SHAZSOWIhRSA

Click here to expand




Configuration

P

Protocols

ns13 No
ns12 Yos
mns11 No
Ts10 No
§SL3 No
ssL2 No
Cipher Suites

#TLS 1.2 (sultes In server-proferred order) 8
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHAZ256 (0xccaB) ECOM sece2Sir! (eq 3072 bis RSA) FS 256
TLS_ECOME_RSA_WITH_AES_128_GCM_SHA256 (0xc02f) TCDM secp2®irt (eq. 3072 bis RSA) FS 128
TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA3IBA (0x0030) ECOH secplStet (og. 3072 bis RBA) FS 256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (0x%6) DM 204 tiss F5 128
TLS_DHE_RSA WITH_AES 256 _GCM_SHA3B4 (0x91) Ow 2048 bws FS 256
TLS_ECDHE_RSA_ WITH_AES_128_CBC_SHA256 (0xc027) ECOM secpaSiet jeq 2072 bits RSA) F§ WEAK 128
TLS_ECOME_RSA WITH_AES 256 CBC_SMAISA (0xC028) ECOM secpd®el joq 3072 bts RSA) PS8 WEAK 256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc01)) ECOH sep2fint (sq 3072 bis RSA) F§ WEAK 128
TLS_ECOME RSA WITH _AES 256 CBC SMA (0xcOLl4) ECOM secp2®te! (oq 3072 bits RSA) S WEAK 256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (0x67) OH204smas F§ WEAK 128
TLS_DME_RSA_ WITH_AES 128 CBC_SMA (0x33) OM20sabes F5 WEAK 128
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (0x6b) OH2048bas FS WEAK 256
TLS_DME_RSA_WITH_AES_266_CBC_SMA (0x39) OM20Mbas F5 WEAK 256
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x9c) WEAK 128
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x9d) WEAK 256
TLS_RSA_WITH_AES_128_CBC_SHA256 (0xJc) WEAK 128
TLS_RSA_WITH_AES_256_CBC_SHAZ56 (0x)d) WEAK 256
TUS_RSA_WITH_AES_128_CBC_SHA (0x2f) WEAK 128
TUS_RSA_WITH_AES_256_CBC_SHA (0x35) WEAK 256

Androld 442 RSAMS (5HA256)  TLS 12
Android 500 RIA248 (SHA%)  TLS 12
Android 6.0 RSA248 (5HA266)  TLS 12
Android 70 RIAZ48 (SHA2%)  TLS 1.2
Android 8.0 RSAMS (BHAZSE)  TLS12
Android 8.1 RIA2048 (SIA2%6)  TLS 12
Android 9.0 RSA2MS (SHAZSE)  TLS12
BingPreview Jan 2015 RSAME (5MA2%6)  TLS 12
Civome 49 | XP 573 RSA2MS (SHAZSE)  TLS12
Crrome 69/ Win7 & RIA48 (5HA2%)  TLS12
Chvome 70 / Win 10 RSA248 (SHAZSE)  TLS 12
Crrome 50/ Win 10 = RSA2MB (5HA264)  TLS12

Erefox MIOESR/WINT  RSAZM8(Sr2e)  TLS 12

Erofloxd?/Wni r RSAME (SHAZSE)  TLS 1.2
Firatox 49 / XP SP3 RSA2MS (SA2%)  TLS 12
Ersfox 62/Wn1 r RSA2MS (BHA2S)  TLS12

RIA 2048 (SHA2%E) ns12

TLS_ECOHE_RSA_WITH_AES_128_GCM_SHAZ56 ECOH secp2®te’ FS

TLS_ECOME_RSA_WITH_ALS 128 _GCM_SMA296 ECOH secplfint FS

TLS_ECDHE _RSA WITH_AES 128 GCM_SHA256 LCOM secplite! F'S

TLS_ECOME_RSA_WITH_CHACHAZO POLY 1305 _SHA2SE ECOM secplfie! FS
TLS_ECDHE_RSA_WITH_CHACHAZD POLY1305_SHA2S6 ECOM secpate! 75
TLS_ECOME_RSA_WITH_CHACHAZO POLY1305_SHA2SE ECOM secp2fie! FS
TLS_ECDHE_RSA WITH_CHACHAZO POLY1305 SHA256 ECOM secpld®ir! 75
TLS_ECOME_RSA_WITH_AES_128_GCM_SMA2G6 ECOH secplféet FS

TLS_ECOHE_RSA_WITH_CHACHAZO POLY1305_SHA2S6 ECOM secpa®e! F5
TLS_ECDME_RSA_WITH_CHACHA20 POLY1305_SHA256 ECOM secpl®e! FS
TLS_ECOME_RSA_WITH_CHACHAZO POLY1305_SHA2SE ECOM secpltie! 75
TLS_ECDHE _RSA_WITH_CHACHA20 POLY 1305 SHA256 ECOM secpl®te! FS
TLS_ECOME_RSA_WITH_ALS 120 _GCM_SMA296 ECOH secp2fint FS

TLS_ECDHE_RSA_WITH_CHACHAZD POLY1305_SHA2S6 LCOM secpite! 15
TLS_ECOME_RSA_WITH_CHACHAZO POLY1305_SHA2IE ECOM secplfie! FS
TLS_ECDHE _RSA_WITH_CHACHA20 POLY 1305 SHA256 CCOM secpatie! 7S
TLS_ECOME_RSA_WITH_CHACHA20_POLY1305_SHA2S6 ECOM secplfle! FS




Googietot Feb 2018 RSA 2048 (BHA254) TLS 1.2 TLS_ECDHE RSA WITH_CHACHAZ0 POLY 1305 SHA256 ECOM secpi®iet! F5

EN/Wnlr RSAZ0MN (5HA2%6)  TLS 1.2 TLS_DME_RSA WITH_AES 128 GCM_SMAZSE O 2048 FS

E1/Winsl R RSAMS (SHAZSE)  TLS 1.2 TLS_DWE_RSA_WITH_AES_128_GCM_SHA2S6 OH 2048 75
E11/WinProne 81 n RSADME (SHAZ)  TLS 1.2 TLS_ECOME_RSA WITH_AES_128_CBC_SHA2S6 ECOM secpi®te! FS
£11/WinProne 8.1 Update R RSAZMS (SHA256)  TLS 12 TLS_OWE_RSA_WITH_AES_128_GCM_SHA2S6 O 2048 F5
E1/Wn10r RSADME (SHAZ)  TLS 1.2 TLS_ECOME_RSA WITH_AES 128 GCM_SHAZSE LCOM secpa®ir! IS
Edge 15/ Win 10 R READMS (SHA2SE)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_GCM_SHAZS6 ECOH secp2fiet FS

Edoe 16/Win 10 ® REA2MS (SHAZS6)  TLS 1.2 TLS_ECOHE_RSA WITH_AES 128 GCM_SHAZSE CCOM secpa®ir! FS
Edge 18/ Win 10 & RIA2048 (SHA2%6)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_GCM_SMAZGE ECOH secplfet FS
£doe.13/Win Phone 10 R RSA2MS (SHA256)  TLS 1.2 TLS_ECOHE_RSA WITH_AES_128_GCM_SHAZS6 [COM secpltie! F5

Java 8161 RSAZ048 (SMA2%)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_GCM_SMAZSE ECOH secpléte) FS

Java 1103 REA2MS (SHA2SE)  TLS 1.2 TLS_ECOME_RSA WITH_AES 128 GCM_SHAZS6 CCOM secpatint F5

Java 1201 RSA2048 (5HA2%)  TLS 1.2 TLS_ECOME_RSA_WITH_CHACHAZ0_POLY1305_SHA2S6 ECOM secsi®te! FS
OpensSSL 1011 R RSAZMS (SHA2SE)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_GCM_SHAZS6 ECOH secpatinet FS
QpenSSL 1028 » RSAME (SHAZS6)  TLS 1.2 TLS_ECDME RSA WITH AES 128 _GCM_SHAZSE LCOM secpifte FS
QpensSsy 1.1.0k R REAMS (SHA2SE)  TLS 1.2 TLS_ECOME_RSA_WITH_CHACHAZ)_POLY1305_SHAZS6 ECOM secp2set F5
OpenSSLLLIg r RSADME (SHAZG6)  TLS 1.2 TLS_ECOHE_RSA WITH_CHACHA) POLY1305_SHAZS6 ECOM secpitel F5
Safn 6/10S 601 READ4S (SHA2)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_CBC_SMA2SE ECOH secpdSiei FS
SaAn 70871 R RSA2ME (SHA2SE)  TLS 1.2 TLS_ECOHE_RSA WITH AES 128 CBC_SHA2S6 ECOM secsdsie! FS
Safai7/08 X109 & RSA2048 (SMA2%6)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_CBC_SMA2SE ECOM secpdSte! FS
Safan 8/0584 R RSANMS (SHA258)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_CBC_SHA2S8 ECOM secpasée! FS

Safad 8/08 X 1010 R RSAZ4N (SMA2%)  TLS 1.2 TLS_ECOME_RSA_ WITH_AES_128_CBC_SHMA2S6 ECOM secsd®te! FS
Safari 9/1059 R RSAMS (SHAZSE)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_GCM_SHA2S6 ECOM secpatint F5
Safd 9708 X 1011 RSADME (SHAZ)  TLS 1.2 TLS_ECOME_RSA_ WITH_AES_128_GCM_SHAZSE ECOM secpi®e) FS
Safar 10/10S 10 R REAM4S (SHAZSE)  TLS 1.2 TLS_ECOME_RSA_WITH_ALS_128_GCM_SHAZS6 ECOH secpaiiet FS
Safad 10/ 08 X 1012 » RSADME (SHAZS6)  TLS 1.2 TLS_ECOME_RSA WITH_AES_128_GCM_SHAZSE LCOM secpa®r! IS
m}zﬂm‘ REAZMS (SHA2S6)  TLS 1.2 TLS_ECOME_RSA WITH CHACHAZD POLY130S_SHA2 ECOM sacpatért 5
S$a00 1211 /1081231 RSA2M(5HA2%)  TLS 1.2 TLS_ECOME_RSA_WITH_CHACHA20_POLY1305_SHA2SE ECOM secsi®ie! F%
ApQIe ATS 9/I0S 9 R READMS (SHA2SE)  TLS 1.2 TLS_ECOME_RSA_WITH_ALS_128_GCM_SHAZS6 ECOH secpafit FS
Yahoo Shurp Jan 2018 RSADME (SHAZS6)  TLS 1.2 TLS_ECOME_RSA WITH_AES_128_GCM_SHAZSE LCOM secpa®ie! FS
YangexBot Jan 2015 RSAZMS (SHA2%8)  TLS 1.2 TLS_ECOME_RSA_WITH_AES_128_GCM_SMA2S6 ECOH secp2fie? FS

# Not simulated clients (Protocel mismatch)

Click here 1o expand
(1) Chents that do not support Forward S: y (FS) are excluded when ] for it
(2) No support for virtual SSL hosting (SNI). Connects 10 the default site I the server uses SNI.
(3) Only first iy d. B s relry with & lower protocol version.

(R) Denoles a refecence browser o client, with which we expect betier effective security.
(AN) We use defaults, but some platforms do not use Their best protocols and features (e.g., Java 6 & 7, older IE).
(AN) Certificate trust Is not checked in handshake simulation, we only perform TLS handshake.
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Secure Client-Initiated Renegotiation
Insecure Clientdnitiated Renegotiation
BEAST attack

POOOLE (S5Lv3)

OpenSSL CCS vuln. (CVE-2014-0224)

OpenSSL Padding Oracle vuin.
(CVE-2016-2107)

Incorrect SNI alerts

Uses common DH primes

DH public server param (Ys) reuse
ECDM public server param reuse
Supported Named Groups

$SL 2 handshake compatibiiity

HTTP Requests

No, 56rver keys and hosinama not 5een sisewhiere with SSLv2

(1) For a better understanding of this test, please read this lopger sxplanation

(2) Key usage data kindly provided by the Cansys network search engine; original DROWN websie hace
(3) Censys data is only Ingicative of possibie key and Cartficate reuse; possitly out-of-date and not complate

Supported

No

No

Misgated server-side (more info)
No, SSL 3 not supporied (more info)
No (mace info)

No (mereinfo) ™5 12 exc02?

No (moee info) TL8 12 exe02?

No (mere nfo) L5 12 exc02?

No (moee info) TL8 12 exc027
Unknown (requires support for at least two prosocols, axcl. SSL2)
No

No

No

No (mace info)

No (marce info)

No (merce info)
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(1) netps:ieseccionesevopolizead.cld (HTTP/1.1 200 )

Miscellaneous

Test date

Test duration

HTTP status code
HTTP server signature

Tue, 04 Aug 2020 17:14.57 UTC
97.780 saconds

200

Apacher2.4.43 (Ubuntu)




